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The development of the Internet presents unprecedented opportuni-
ties for global communications and commerce. However, it also poses
dramatic risks to personal privatylhe series of electronic footprints
created when a Web user moves about in cyberspace, commonly called a
“clickstream,” can be monitored and recorded by prying eyes. This data
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1. SeePaul SchwartzPrivacy and Democracy in Cyberspaé&2 Vanp. L. REv. 1609,
1610-11 (1999) (“[linformation technology in cyberspace also affects privacy in ways that
are dramatically different from anything previously possible. By generating comprehensive
records of online behavior, information technology can broadcast an individual's secrets in
ways that he or she can neither anticipate nor control. Once linked to the Internet, the com-
puter on our desk becomes a potential recorder and betrayer of our confidences.”).
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can then be “mined” for information and used to profile a Web user or to
recreate her online experience.

A significant Fourth Amendment question is raised when the prying
eyes monitoring a clickstream belong to law enforcement officers: does
a Net user retain a legitimate expectation of privacy in his or her click-
stream data? Unfortunately, traditional Fourth Amendment juris-
prudence is ill-suited to answer this quesfion.

This Article argues that Web users should enjoy a legitimate expec-
tation of privacy in clickstream data. Fourth Amendment jurisprudence
as developed over the last half-century does not support an expectation
of privacy. However, reference to the history of the Fourth Amendment
and the intent of its drafters reveals that government investigation and
monitoring of clickstream data is precisely the type of activity the Fram-
ers sought to limit. Courts must update outdated methods of expectation
of privacy analysis to address the unique challenges posed by the Inter-
net in order to fulfill the Amendment’s purpose.

Part | provides an overview of the Internet and clickstream data col-
lection, and explains the value of this data to law enforcement. Part I
discusses general Fourth Amendment principles, then explores how
these principles have been, and are likely to be, applied to the Internet.
Part 1ll explores the intent of the Fourth Amendment’s drafters, analo-
gizes clickstream searches to the general searches the Framers sought to
prohibit, and argues that the values underlying the Fourth Amendment
require courts to eschew the traditional two-prong expectation of privacy
test in favor of a normative inquiry which recognizes a legitimate ex-
pectation of privacy in clickstream déta.

I. THE INTERNET AND CLICKSTREAM DATA COLLECTION

The Internet is a global electronic communications medium com-
prised of innumerable computer networks which communicate by using
a common language and set of data transfer protbd@dis. Internet is

2. See, e.g.United States v. Hambrick, 55 F. Supp. 2d 504, 508 (W.D. Va. 1999)
(“Cyberspace is a nonphysical ‘place’ and its very structure, a computer and telephone net-
work that connects millions of users, defies traditional Fourth Amendment analysis.”).

3. While clickstream monitoring and data mining technology are still in their infancy,
courts must frequently lay the groundwork for future laws without the benefit of foresight into
future technological advancement. Accordingly, this Article assumes that data storage and
processing technology will in the near future allow mass processing and sorting of clickstream
information.

4. The Federal Networking Council defines “Internet” as “the global information sys-
tem that—(i) is logically linked together by a globally unique address space based on the
Internet Protocol (IP) or its subsequent extensions/follow-ons; (ii) is able to support commu-
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not a location; rather, it is the aggregate of the electronic communica-
tions routers and devices which transmit and receive electronic
information through the global network. Originally conceived during the
Cold War as a means by which to insure continuity in military commu-
nications during wartime, the modern Internet has brought hundreds of
millions of people together online. While the exact number of Internet
users is impossible to determine, it is estimated that nearly 300 million
people worldwide are currently onlifiélhese users can travel among
the five million active Web sites on the N&the growth of this medium
over the past five years has been explosaeg promises to continue at

nications using the Transmission Control Protocol/Internet Protocol (TCP/IP) suite or its sub-
sequent extensions/follow-ons, and/or other IP-compatible protocols; and (iii) provides, uses
or makes accessible, either publicly or privately, high level services layered on the communi-
cations and related infrastructure described herENNC Resolution: Definition of “Internet,”

(last modified October 30, 1995) <http://www.fnc.gov/Internet_res.hti®&e alsoStephan

K. Bayens,The Search and Seizure of Computers: Are We Sacrificing Personal Privacy for
the Advancement of Technology#B DRAKE L. REv. 239, 248-49 (2000) (The Internet is

not a physical or tangible entity, but rather a giant network which interconnects innumerable
smaller groups of linked computer networks.” The Internet is an overwhelming mass of in-
formation that has no centralized administrator, storage location, or control point. ‘It exists
and functions as a result of the fact that hundreds of thousands of separate operators of
computers and computer networks independently decided to use common data transfer
protocols to exchange communications and information with other computers (which in
turn exchange communications and information with still other computgréjootnotes
omitted). For a good overview of the way the Internet woskgSchwartz supranote 1,

at 1618-21See also Overview of the World Wide Weisited March 2, 2000) <http://
www.cio.com/WebMaster/sem2_home.htmI¥he World Wide Web for the Clueless
<http://www.cio.com/WebMaster/sem2_sirappieces.html>.

5. Nua Internet Surveys: How Many Online?visited April 21, 2000)
<http://www.nua.ie/surveys/how_many_online/index.html> (estimating 304.36 million Inter-
net users as of March 200@jobal Reach: Global Internet Statistifiast modified March
31, 2000) <http://www.glreach.com/globstats/index.php3> (estimating 288 million Internet
users worldwide).

6. Nua Internet Surveys: Netcraft: 5 Million Web Sites on the W{eg¢ modified
April 20, 1999) <http://www.nua.ie/surveys/index.cgi?f=VS&art_id=905354851&rel=true>
(“Just two years ago the Netcraft survey counted 1 million web sites on the Web, the latest
survey finds that there are now over 5 million web site§8e also Domainstats.caoffast
modified April 6, 2000) <http://www.domainstats.com> (recognizing 15,719,462 registered
domain names worldwide).

7. See Computer Industry Almanac Inc.: Over 150 Million Internet Users Worldwide at
Year-end 199&last modified April 30, 1999) <http://www.c-i-a.com/199904iu.htm> (“April
30, 1999—According to the Computer Industry Almanac Inc. there were over 150 million
Internet users at year-end 1998—up from 61 million Internet users at year-end 1906.");
Internet Surveys: Netcraft, suprote 6 (“Just two years ago the Netcraft survey counted 1
million web sites on the Web, the latest survey finds that there are now over 5 million web
sites.”); Headcount.com: Who's online by country: The Wadisited March 19, 2000)
<http://www.headcount.com/count/datafind.htm?choice=country&choicev%5B%5D=The+W
orld&submit=Submit> (“In June 1998, Matrix Information and Directory Services (MIDS)
reported that there ad®2 million accessing the Internet in the world. This number is esti-
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a rapid pace well into the twenty-first century. Recent estimates show
the number of people going online during the next two years approach-
ing one billion, and show the value of Internet commerce swelling to
over $1 trillion by 2003.

Unfortunately, Web surfing generates a massive amount of personal
information about a user each time he or she goes drileeusers of-
ten operate under an illusion of anonymity in cyberspace. However, the
reality of the Internet is much different: prying eyes can identify indi-
vidual users and track online activity by monitoring and examining
“clickstreams.” A “clickstream” is the aggregation of the electronic in-
formation generated as a Web user communicates with other computers
and networks over the InterriéfThe name “clickstream” refers to the
series of mouse clicks users make as they travel the Web. Each click
translates into an electronic signal which is then sent by the surfer’s
computer to other computers on the Net telling them what information to
return to the user. Since online movement requires the user to send or
request certain information from other computers on the Web, every step
in cyberspace inevitably becomes part of the clickstream réc®is

mated as of January 1998 and has increased from the estimate of 57 million in January
1997.").

8. See Headcount.com, supmate 7 (“MIDS [Matrix Information and Directory Serv-
ices] estimates that the total number of worldwide Internet users will grow to 707 million by
2001."); Internet Commerce Will Rocket to More Than $1 Trillion by 2003, According
to IDC (last modified June 28, 1999) <http://www.idc.com/Data/Internet/content/
NETO062899PR.htm> (“In recent market research, International Data Corporation (IDC) re-
ports the amount of commerce conducted over the World Wide Web will top a staggering $1
trillion by 2003.”).

9. Federal Trade Commission Staff Report: Online Privacy: General Practices and
Concerns (last modified September 15, 1997) <http://www.ftc.gov/reports/privacy/
privacy3.htm> (“The Internet is a highly decentralized, global network of electronic networks.

It is unigue among communications media in the variety and depth of personal information
generated by its use.”).

10. Eric Johnson,An Examination of the Role of Clickstream Data in Marketing
through the Interne{last modified May 12, 1997) <http://www.ftc.gov/bcp/privacy/wkshp97/
comments2/johnson0.htm> n.1(“A formal definition of ‘clickstream’ data, according to CASIE, the
Consortium for Advertising Supported Information and Entertainment: ‘The database created by
the date-stamped and time-stamped, coded/interpreted, button-pushing events enacted by users of
interactive media, controlling their systems via remote control channel changers, alphanumeric PC
keyboards and mice, numeric keyboards of PDAs and similar devices, and voice command of
screen media’). See alsduULIAN S. MILLSTEIN, ET AL., DOING BUSINESS ON THE INTER-

NET: ForMs AND ANaLysis § 10.02(1)(a) (1999) (“As an individual user browses the
Internet, a trail of electronic information is left at Web sites he or she visits. [This
iinformation about the path a user takes through the Internet, called ‘clickstream’ data, can be
collected and sorted.”).

11. Schwartzsupranote 1, at 1620 (“The Internet’s technical qualities also have a nega-
tive consequence: they make possible an intense surveillance of activities in cyberspace.
Digital reality is constructed through agreement about technical norms. This ‘code,’ to use
Lawrence Lessig’s term, creates cyberspace. As a result of cyberspace code, surfing and other
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data can be shockingly revealing, providing a record of the entirety of
one’s online experience, including movements among Web sites, geo-
graphical location, the type of computer and Internet browser in use, and
any transactions or comments made at individual Web'§ites.

Clickstream data poses a dramatic risk to the personal privacy of Net
users since it can be collected, stored, and reused indeffhifalyin-
creasing number of private companies are monitoring, recording, and
analyzing clickstreams in an effort to make Internet advertising more
effective. This data is typically collected by online advertisers and retail-
ers, and by Internet service providers (“ISP$Rlost online advertisers

cyberspace behavior generate finely granulated data about an individual's activities—often
without her permission or even knowledge.”) (footnotes omitted).

12. SeeCenter for Democracy & Technology: CDT'’s guide to online privaggited
February 23, 2000) <http://www.cdt.org/privacy/guide/start> (“Use of the network, how-
ever, generates detailed information about the individual—revealing where they “go” on
the Net (via URLs), who they associate with (via list—servs, chat rooms and news
groups), and how they engage in political activities and social behavior.”); Jerry Berman &
Deirdre Mulligan,Privacy in the Digital Age: Work in Progres23 Nova. L. REv. 551,

554 (1999) (“The data trail, known as transactional data, left behind as individuals use the
Internet is a rich source of information about their habits of association, speech, and com-
merce. Transactional data, click stream data, or ‘mouse droppings,’ as it is alternatively
called, can include the Internet protocol address (‘IP address’) of the individual's com-
puter, the browser in use, the computer type, and what the individual did on previous visits
to the Web site, or perhaps even other Web sites.”); Damien GGalen.com: Do

They Know Where You LiveXlast modified February 28, 2000) <http://
www.salon.com/tech/feature/2000/02/28/geographic/index.html> (“Ad-servingpaues

like Double Click offer services that they say can target ads to users by location. And Digital
Island introduced technology last year called TraceWare, which can identify the location of
Web site visitors with 96 percent accuracy. TraceWare works by scanning worldwide traffic
as it passes through ISPs, then matching users’ IP addresses with a database of IP address
locations that Digital Island has built.”).

13. See Federal Trade Commission Staff Report: Online Privacy, suqtea9 (“When
users browse on the World Wide Web (‘the Web’), for example, they leave an electronic
marker at each site (or on each page within a site) they visit. The series of electronic markers,
or ‘clickstream’ generated by each user’'s browsing activities can be aggregated, stored, and
re-used.”);Center for Democracy & Technology: CDT'’s guide to online privacy, sapta
12 (“Some of the newest tracking tools can so efficiently mine and manipulate the data trail
(or ‘clickstream’) people leave behind when they use the Internet that they build a detailed
database of peronal [sic] information without any human intervention.”); Jerry Berman &
Deirdre Mulligan,Privacy in the Digital Age: Work in Progres83Nova. L. Rev. 551, 554
(1999) (explaining that clickstream data “is captured at various points on the network and
available for reuse and disclosureJYLIAN S. MILLSTEIN, ET AL., DOING BUSINESS ON THE
INTERNET: ForRMS AND ANALYsIs § 10.02(1)(a) (1999) (“[Cllickstream data [] can be col-
lected and stored.”).

14. An Internet service provider, or ISP, is the portal which provides access to the Inter-
net for individuals, educational institutions, companies, and organizations. A Net user dials
into the ISP using his or her PC and a modem; the ISP then connects the user to the Internet.
SeeStephen Jenkingzlossary of PC and Internet Terminolo@gst modified January 9,

2000) <http://homepages.enterprise.net/jenko/Glossary/G.htm> (“Internet Service Provider or
sometimes referred to as Internet Access Provider (IAP) is a company which provides access
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and merchants can monitor clickstreams only while a user is at the par-
ticular Web site operated by the advertiser or retailer; however, even this
data can be incredibly revealiigSome online advertisers have devel-
oped “networks” of hundreds of unrelated Web sites which use
individual identifying codes to identify and track Web users’ click-
streams as they travel among the sites on the netivdike data
compiled by these businesses is then “mined” for hints about consumer

to the Internet for people like you & me. The company handles the link from your PC to the
rest of the Internet. The ISP’s central computer is linked to the rest of the internet so the per-
son using this service only pays the telephone charges to connect from their home computer to
the ISP’s central computer.”))Geek Technical Glossarftast modified April 26, 1999)
<http://www.geek.com/glossary/glossary_search.cgi?i> (“Internet Service Provider (ISP)—
An ISP provides Internet access to people or corporations. ISPs generally have pools of mo-
dems awaiting dial-up connections.”)

15. See Federal Trade Commission Staff Report: Online Privacy, swgiea9 (“Each
Web site, in turn, captures certain information about users as they enter the site. A Web site
can ‘know’ users’ email addresses, the names of their browsers, the type of computer they are
using, and the universal resource locator (URL), or Internet address of the site from which
they linked to the current site. . . . Clickstream data also permits Internet site owners to under-
stand activity levels at various areas within sites, in a manner analogous to a retail store’s
practice of checking inventory.”Millstein, supranote 11 (“Web sites, for instance, often
have the capability to automatically log information about users. A Web site may be able to
determine a user’s e-mail address, the type of computer and browsing software being used,
and the address of the Web site from which the user linked. The Web pages or files a user
accessed while browsing a Web site—and how long the user remained on a particular
Web page—can also be recorded.Peter McGrath,Newsweek: Knowing You All Too
Well (last modified March 29, 1999) <http://www.newsweek.com/nw-srv/printed/us/st/
ty0113_2.htm> (“Your clickstream reveals your interests and tastes with unnerving precision.
(Did you go from slate.com to a Volvo dealer’'s Web site? Did you then buy some brie from
peapod.com, the online grocery? You may be one of those limousine liberals we've been
hearing about.) And when Web merchants combine clickstream analysis with another new
software technique known as ‘collaborative filtering,” which makes educated inferences about
your likes and dislikes based on comparing your user profile with others in the database, they
have a marketing tool of high potential not only for customer satisfaction but also for
abuse.”); Eric WiefferingProtecting your digital footprintsSMINNEAPOLIS STAR TRIB., No-
vember 7, 1999, at 1D (“[O]nline, every mouse-click within a particular site can be tracked
and analyzed. Even on sites where you're not required to volunteer personal information, a
Web site operator can log your computer's address and know approximately where you've
come from. It can then follow you around the site, recording which features and links you
clicked on and how long you lingered there, and create a complete profile that it can use to
determine what kind of advertising and products you will se8&g alsdBeth GivenspPri-
vacy Rights Clearinghouse: The Emperor's New Clothes: Privacy on the Internet i(la999
modified June 21, 1999) <http://www.privacyrights.org/ar/emporor.htm> (reporting results of
Georgetown University's McDonough School of Business May 1999 Internet Privacy Policy
Survey, and noting that “the collection of personally identifiable information has become
standard practice on a vast majority of commercial web sites.”).

16. Hiawatha BrayBoston Globe: Matching Ads to Eyebdllast modified February 22,
2000)  <http://www.boston.com/dailyglobe2/053/business/Matching_ads_to_eyeballsP.shtml>
(describing Engage online user tracking network which coordinates numerous Web sites in
tracking user clickstreams, thereby allowing Engage to compile detailed user pnodilex-
plaining that Engage network has already tracked over 35 million online users.).
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preferences, and may be used to generate personal profiles of surfers in
order to target Internet advertisitg.

In contrast, ISPs can precisely monitor and record an entire click-
stream since all of the user’'s online commands are sent through the
ISP* This data can be combined with information the user voluntarily
provides to the ISP to create a massive database detailing the online use
habits of individually-identifiable surfef$.Such monitoring is becoming

17. Jesse BersgDNet AnchorDesk: The Good, Bad, and Ugly of Personaliztash
modified November 2, 1999) <http://www.zdnet.com/anchordesk/story/story_4050.html>
(“Personalization is a huge trend on the Web. Sites create user profiles by identifying you
each time you come to a site, recording your preferences, and then delivering ads and content
targeted to your profile. . .. [T]he typical profile can contain: Explicit information. This is
what you voluntarily reveal when registering at a site or signing up for a service. Your name,
email address, etc. Implicit information. This is data the site gathers by monitoring your click
stream—what you do, where you go. From that it infers what your interests are.”); John M.
Broder, Making America Safe for Electronic CommerdeY. TimEs, June 22, 1997, at 4D
(“Those [clickstream] records provide invaluable information for marketers who can use them
to pinpoint customers for their products. By following your Internet ‘clickstream,’ they can
learn about your medical condition, your reading habits, your political predilections.”).

18. In this way, the ISP’s role can be analogized to that of an interpreter in court pro-
ceedings. Since everything passes through the interpreter en route to its intended destination,
the interpreter has access to all of the party’s statements.

19. Roger TaylorFTC clicks on to fears over data on web us€rs. TiMEs (London),

April 5, 1999, at 5 (“At present there is no privacy on the Internet. Internet service providers
know an individual user's name and address and can track every single move the user makes
on the web. And the information is held on record. . . ."”); Jeffrey Pollckangled Web—
Thoughts for a Law Firm Using the WetB8 AUG-N.J. Law. 18-19 (1999) (“Virtually all
netizens (Internet users for the uninitiate) access the Net through an ISP. As you are searching
your way merrily along the strands of the WWW, however, your friendly ISP is collecting
information regarding where you've been. The information captured is called a ‘click stream’
and records every website you've visited.”); James F. Brelsford & Nicole A. V@mlme

Liability Issues: Defamation, Privacy and Negligent Publishib§4 PLI/PaT. 231, 244

(1999) (“Clickstream Data. While a user ‘surfs’ the Internet, each web site visited and each
page viewed are typically logged by the user’s Internet Service Provider. The ISP may main-
tain a record of a user's email communications and other online activities, including Web sites
visited, purchases made, and more.”); Schwadpranote 1, at 1627 (“ISPs are in an ad-
vantageous position to tie together the information that exists about anyone who surfs the
Web . .. [T]he ISP has detailed information about the Internet behavior of each of its custom-
ers. Through its role as an entrance ramp to the Internet, the ISP gains access to clickstream
data and other kinds of detailed information about personal online habits. It can easily take
these scattered bits of cyberspace data, pieces of which at times enjoy different degrees of
practical obscurity, and make them into ‘personal information’ by linking them to the identity

of its customers.”); David Whalehe Unofficial Cookie FAQ v. 2.58ast modified May

10, 1999) <http://www.cookiecentral.com/fag/index.shtml> (“The very nature of Web servers
allows for the tracking of your surfing habits . . . Qenter for Democracy & Technology:

CDT'’s guide to online privagysupranote 12 (“Over the past two decades the Internet has
grown into a semi-autonomous network where anonymity has been honored. Use of the net-
work, however, generates detailed information about the individual—revealing where they
“go” on the Net (via URLSs), who they associate with (via list—servs, chat rooms and news
groups), and how they engage in political activities and social behavior. Some of the newest
tracking tools can so efficiently mine and manipulate the data trail (or ‘clickstream’) people
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increasingly commofi. Unfortunately, the massive data collection re-
garding a user’s online behavior and habits is performed lagydly
rasa, occurring without the user’s knowledge or consent.

Clickstream data  gathered by ISPs  and online
companies could be a fertile source of information for law enforce-
ment. Law enforcement agents could analyze clickstream
datd€® for evidence of crime or digital contrabafid.Such

leave behind when they use the Internet that they build a detailed database of peronal [sic]
information without any human intervention.”).

20. Charles BabcockZDNet Interactive Week: Problems Surface With Data Mining
(last modified February 2, 1999) <http://www.zdnet.com/intweek/stories/news/
0,4164,388207,00.htmI> (“Businesses’ desire to generate online customer relationships is a
mighty engine in the new electronic economy. It is prompting pioneering businesses, such as
Internet service providers, to engage in extensive data mining to individualize the otherwise
faceless customer base. ... A young and aggressive ISP will mine other forms of customer
data that falls into its hands in order to buttress the customer relationship and retain custom-
ers, according to Larry Goldman, a customer relationship management expert at Braun
Technology Group.”).

21. Federal Trade Commission Staff Report: Online Privacy, supt@ 9 (“The fact
that online information-gathering is automated means that it is invisible to the user and often
takes place without the user’s knowledge and conse@eéfter for Democracy & Technol-
ogy: CDT's guide to online privacy: Termgvisited February 23, 2000) <http://
www.cdt.org/privacy/guide/terms> (“The collection of personal information online occurs in
two ways. First, information is collected through your active provision of information, such as
when you purchase a product online or when you join as a member of a web site. Second,
while you are engaged in ‘passive’ online activity—for example when you are lurking in chat
rooms, reading bulletin boards, or browsing through online resources—your personal infor-
mation is also being collected and possible stored, all under your illusion of anonymity.”);
Erika S. KosterZero Privacy: Personal Data on the Intern&6 No. 5CoMPUTER Law. 7, 7
(1999) (“New technology and more powerful computers now make it possible, without the
visitor's knowledge, for companies to record and track information about visitors to their Web
sites . . .."); Schwartzupranote 1, at 1621-22 (“Visitors to cyberspace sometimes believe
that they will be fully able to choose among anonymity, semi-anonymity, and complete dis-
closure of identity and preferences. Yet, in each of the three areas, finely granulated personal
data are created—often in unexpected ways. Moreover, most people are unable to control, and
are often in ignorance of, the complex processes by which their personal data are created,
combined, and sold.”).

22. The fact that the data may be stored in computers owned by the ISP or another busi-
ness does not prevent a Web user from retaining a legitimate expectation in the information
since the “capacity to claim the protection of the [Fourth] Amendment depends not upon a
property right in the invaded place but upon whether the area was one in which there was a
reasonable expectation of freedom from governmental intrusion.” Mancusi v. DeForte, 392
U.S. 364, 368 (1968). Accordingly, the question is whether the user has a legitimate expecta-
tion of privacy in not being tracked online, not whether he or she retains an expectation of
privacy in his ISP’s computers.

23. The range of crimes committed on or facilitated by the Internet is virtually limitless.
See, e.g.Note, Keeping Secrets in Cyberspace: Establishing Fourth Amendment Protection
for Internet Communication110 Harv. L. Rev. 1591, 1591 (1997) (hereinafter “Keeping
Secrets”) (“Some crimes actual occur in cyberspace: people can illegally download copy-
righted software, gamble, or view obscene photographs. The Internet has facilitated other
criminal acts, such as kidnapping, hate crimes, and illegal drug sales. Dangerous information,
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searche$ could be generalized, scanning all clickstreams for evidence of
illegal activity;® or limited to a specific suspect at a specific time and
cyber-locatiorf’ Law enforcement officers who obtain this data from an
ISP or online business would have a powerful investigative tool at their
disposal: a record of the entirety of a suspect’'s online experience. This
data would dramatically promote the efficacy and efficiency of police
investigation into crimes consummated in or facilitated by cyberspace.
Officers could track every step a Net surfer takes from the moment she
logs on until she logs off, and could note each site visited, how long she
stayed there, whom she “chatted” with, and what she downldaded.
Surfers who download child pornography or recipes for methampheta-
mine or explosives could be easily identified, allowing officers to
improve the accuracy of “real world” investigations.

such as how to build bomb, infiltrate computer security systems, forge credit cards and phone
cards, pick locks, or kill people with one’s bare hands is readily available.”); Brian Simon,
Note, The Tangled Web We Weave: The Internet and Standing Under the Fourth Amegndment
21 Nova L. Rev. 941, 959 (1997) (“Aside from hacking, various forms of computer crime
now exist. Criminals upload viruses in an attempt to destroy computer systems, steal copy-
righted material, and engage in the exchange of child pornography amongst other thing.
Private files exist which contain evidence of crime occurring outside cyberspace (the dreaded
physical world).”).

24. Fourth Amendment jurisprudence is somewhat inconsistent in its use of the term
“search.” The most widespread school of thought is that a search occurs “when an expectation
of privacy that society is prepared to consider reasonable is infringed.” United States v. Jacob-
sen, 466 U.S. 109, 113 (1984). | do not mean to put the cart before the horse by using the
phrase “clickstream search” in my analysis. Instead, | use the term “search” in its plain
meaning sense to describe the act of monitoring, examining, or analyzing clickstream data,
regardless of whether the Web user ultimately retains a legitimate expectation of privacy.

25. Such a broad search might prove difficult in practice due to the massive amounts of
clickstream data generated by Net surfers; even a short online session can generate millions of
bytes of information. However, while technological barriers may currently prevent police
from conducting a dragnet clickstream, the danger of such searches is becoming increasingly
real as data collection and processing technology rapidly advances. Furthermore, law en-
forcement agencies have empirically shown themselves willing to sort through large amounts
of innocuous information in order to unearth evidence of a cifwee, e.gEversole v. Steele
59 F.3d 710, 713 (7th Cir. 1995) (describing efforts of regional drug task force to enforce
state anti-narcotics laws by monitoring and logging all drug store sales and pharmacy records
in a four-county area to determine whether any customers purchased more than four ounces of
cough syrup containing codeine within any given forty-eight hour period). Importantly, the
difficulty of such a search will undoubtedly be lessened as technology advances, thereby
heightening the risk to Net users.

26. The scope of any actual search is irrelevant for purposes of this article. The question
is whether a Web user enjoys an expectation of privacy in his or her clickstream. If he or she
does not, then a generalized “dragnet” search and a specific targeted search are equally per-
missible. If he or she retains an expectation of privacy, then the scope of the search is relevant
in determining whether the intrusion occasioned by the search is reasonable. However, that
inquiry is beyond the scope of the present discussion.

27. See supranotes 12, 15, and 19, and accompanying text.
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In addition, law enforcement agents could mine clickstream data to
create psychological profiles for use at trial to establish intent or motive.
Online businesses already use clickstream data to profile users in an ef-
fort to determine what types of products a particular user is likely to
purchasé’ Law enforcement using the same data could compile a dos-
sier of a defendant’'s online behavior replete with potentially
incriminating “evidence® For example, the clickstream of a defendant
on trial for possession of child pornography could be potentially damn-
ing if it showed significant amounts of time spent in cyberspace
searching for or viewing pornography. Similarly, a defendant accused of
murdering his wife to inherit her assets might be condemned by a click-
stream that recorded recent research into “manslaughter” inheritance
statutes or intestacy schemes. A third example: the clickstream of a de-
fendant on trial for conspiracy to blow up a government building which
logged an excessive amount of time spent on anti-government militia
Web sites could provide strong evidence of association or intent.

Although the goals of promoting the accuracy and efficiency of
criminal investigations and prosecutions are certainly laudable, courts
must take caution in pursuing them in cyberspace. Police discovery of
“real world” contraband would certainly be more expeditious if general
suspicionless searches of residences were allowed; however, the text of
the Fourth Amendment specifically prohibits such searéh@eneral
searches of clickstream data should likewise be forbidden. The danger in
Internet criminal law is that courts will rigidly adhere to outdated Fourth
Amendment concepts which are ill-suited to cyberspace, leading to the
conclusion that Web users lack legitimate expectations of privacy in
clickstream data.

II. THE FOURTH AMENDMENT AND THE INTERNET

A. A Brief Overview of the Fourth Amendment’s Expectation
of Privacy and Reasonableness Requirements

The Fourth Amendment provides that “[t]he right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable

28. Seesupranotes 15, 17, and 19, and accompanying text.

29. See, e.gKoster,supranote 21, at 7 (“Psychographic profiles can be made by ana-
lyzing a Web surfer’s ‘click stream,’ or listing of sites visited.”); Berman & Mulligampra
note 12, at 554 (“The data trail, known as transactional data, left behind as individuals use the
Internet is a rich source of information about their habits of association, speech, and com-
merce. . . . Along with information intentionally revealed through purchasing or registration
activities, this transactional data can provide a ‘profile’ of an individual’s activities.”).

30. See infranotes 83-100, and accompanying text.
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searches and seizures, shall not be violated, and no warrants shall issue,
but upon probable cause, supported by oath or affirmation, and particu-
larly describing the place to be searched, and the persons or things to be
seized.*

As an initial matter, a defendant raising a Fourth Amendment chal-
lenge to a government search or seizure must show that he or she is
entitled to the Amendment’s protections by establishing a legitimate ex-
pectation of privacy that was infringed upon by the government’s
actions” The legitimate expectation of privacy test traditionally entails a
two-part inquiry: (1) whether the defendant had an actual (subjective)
expectation of privacy; and (2) whether society is prepared to recognize
that expectation as reasonabldn analyzing the second question,
“‘[t]he test of legitimacy is not whether the individual chooses to con-
ceal assertedly “private” activity,” but instead ‘whether the government’s
intrusion infringes upon the personal and societal values protected by the
Fourth Amendment”™

The existence of a legitimate expectation of privacy is subject to an
important limitation: “[w]hat a person knowingly exposes to the public,
even in his own home or office, is not a subject of Fourth Amendment
protection. But what he seeks to preserve as private, even in an area ac-
cessible to the public, may be constitutionally protecte@ilie Supreme
Court subsequently expanded upon this principle, first announced in
Katz v. United Statedy holding that a person lacks a legitimate expec-
tation of privacy in information which he or she voluntarily provides to a
third party, even if that information is provided in confidence or for
business purposés.

If a defendant establishes a legitimate expectation of privacy, the in-
quiry then becomes whether the government’s intrusion upon that
expectation was “reasonable.” The first step in this analysis is to deter-
mine whether the intrusion was regarded as an unlawful search and

31. U.S. Const. amend. IV.

32. SeeKatz v. United Sta